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Vendor User Management

This document describes the roles, actions and interaction patterns of the Vendor User
Management application.
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Quick Reference Guide

Role capabilities

Role Key Capabilities

User management, vendor management,
PFM Supervisor dashboard access
Vendor Supervisor User management, dashboard access
(PFM/Vendor) Technician Touchstone Mobile downloads only

Role Permissions Summary

PFM Vendor Technician
Feature Supervisor Supervisor (PFM/Vendor)
User Dashboard YES YES NO
Add/Edit Users YES YES NO
Manage Vendors YES NO NO
Download Touchstone | YES YES YES
Help YES YES YES

Signing In

1. Enterthe short code and select "Continue"
2. Confirm company access and select "Get access"
3. Choose yourlogin method:
o Email: Enter credentials » Request & enter 2FA code - Continue to
dashboard
PFM SSO: Follow standard SSO login procedure
o Microsoft SSO: Follow standard Microsoft login procedure

Dashboard Navigation

e Expand/Collapse menu using sidebartoggle
e Searchfor users by name or email

o Filter by status (Active/Pending/Inactive)

o Filter by vendor (PFM Supervisor only)

« Navigate using pagination controls

0 TOUCHSTONE
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User Management

Adding New Users

1. Select "Add New User"
2. Complete required fields (vendor field available to PFM Supervisor only)
3. Submit to generate invitation link (except for PFM Technician role)

o For PFM Technicians: Must select authorized internal vendor

Managing Existing Users

o Edit: Update details for Active/Pending users

o Disable: Remove access for Active/Pending users (prompts warning)
¢ Reinvite: Generate new invitation link for Pending users

¢ Enable: Restore access for Inactive users

User Invitation Process

User receives invitation link

User requests verification code

User enters verification code

User selects sign-up method and completes registration

hob-

Touchstone Download

e Available to all roles through the download page

Help documents

¢ Available to all roles through the help page

0 TOUCHSTONE
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Appendix

Feature Role Matrix

0 TOUCHSTONE

PFM Vendor Technician

Task/Feature Description Supervisor | Supervisor | (PFM/Vendor)

User

Management
Create a new user, assign roles,

Add User permissions, vendor and site. YES YES NO
Modify existing user account details

Edit User (name, contactinfo, role, etc.). YES YES NO
Revoke access to the system for an

Disable User existing user. YES YES NO
Enable access to the system for an

Enable User existing user. YES YES NO
Generate new invitation link for a

Reinvite User pending user. YES YES NO

Dashboard

View User Access dashboard with list of user

Dashboard details and status. YES YES NO

Search users Search for users by name or email YES YES NO
Filter the user list by the vendor

Filter by Vendor they are associated with. YES NO NO
Filter the user list by their account

Filter by Status status (Active, Pending, Inactive). YES YES NO

Other

Download

Touchstone Links to download Touchstone YES YES YES

View Help Access help documents YES YES YES
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Signing in

Enter the short code and press “Continue”

(§ TOUCHSTONE

Login by entering your code

Short Code *

VUM-UAT

CONTINUE

By CERTUS

Confirm you are accessing the right company and press “Get access”

(§ TOUCHSTONE

Are you requesting access to this company?

VUM UAT

GET ACCESS

GO BACK

By CERTUS
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Select the login method to use

Choose one of the following options to continue

<== Sign-in with Microsoft >
CQ Sign-in with email >
b e Sign-in with work t
"k Ign-in wi WOrK accoun
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Login via PFM SSO

Login via Email

Select the email option and fill in the credentials

Cancel

4

»
r‘k
PROGRAMMED

Sign in name n

Password a
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Request a 2FA code

Cancel

b
“L
PROGRAMMED

A

Verification code will be sent to your registered email addres.
Please choose "Send verification code" to receive the code.

carl.g.robinson+vumsuperi@gmail.com n

Send verification code

Enter 2FA code

Cancel

PROGRAMMED

Verification code has been sent to your inbox. Please copy it
to the input box below.

carl.g.robinson+vumsuperi@gmail.com n

}\/erification code
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Continue to dashboard

Cancel

N4

4

PROGRAMMED

E-mail address verified. You can now continue.

carl.g.robinson+vumsuper1@gmail.com n
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Login via Microsoft SSO

Enter the Microsoft account email address

B8 Microsoft
Sign in

Email, phone, or Skype

Mo account? Create one!

Can't access your account?

Cg Sign-in options

Enter the Microsoft account password

<« CERTUS

& craig.hepworth@certussolutions.com
Enter password

Password

Forgot my password

(§ TOUCHSTONE 110£29



Approve sign in using Microsoft authenticator app.

<« CERTUS

craig.hepworth@certussolutions.com

Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

16

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Press Yes

<« CERTUS

craig.hepworth@certussolutions.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[ | Don't show this again

No Yes
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PFM/Vendor Supervisor Dashboard

Dashboard side menu can be expanded or collapsed

(3 TOUCHSTONE @ CarlRobinson -
J & Vendor Supervisor
— -
Add user
¥ Download Touchstone
Help Q search user by name or ema = Filter
Name 1  Status Email Contact  Vendor Role
s Jenny _ 0467 600 Certus
V4 Anmistrong DEV1_armstrong.j@salvationarmy.org.zzz.dev 208 Solutions
« Tung Duong - 2 Certus
V4 Huy Active tung@comme-itgroup.com Solutions
s Anthony _ e 0408 Certus
V4 Evans DEV1_aevans@uniting.org.dev 227414 Solutions
s Major Alan _ ; 0487 335 Certus
V4 MacDonald DEV1_alan.m@salvationarmy.org.zzz.dev 147 Solutions
0y . — Certus Vendor
o S Roblason o @ com Solutions Supervisor
« Alana - . 07 827 Certus
/ Thompson _ DEVpncipel@karapio schogtnz.dev 7642 Solutions
) . F : Certus Vendor
#  Nick Vasic nick.vasic@certussolutions.com Solutions  Supervisor
£ Settings
Rows per page: 25 v 1-7of 7
«
(3 ToucHsTONE @ CorlRobinson .,
’ & Vendor Supervisor

oo
¥

Q_ search user by name or ema = Filter
Name T Status Email Contact Vendor Role
/’ Jenny Armstrong _ DEV1_armstrong. j@salvationarmy.org.zzz.dev 0467 600 308  Certus Solutions
/' Tung Duong Huy tung@comm-itgroup.com Certus Solutions
/’ Anthony Evans DEV1_aevans@uniting.org.dev 0408 227414 Certus Solutions
,' Major Alan MacDonald DEV1_alan.m@salvationarmy.org.zzz.dev 0487 335 147  Certus Solutions
/’ Carl Robinson carl.robi @cer i com Certus Solutions  Vendor Supervisor
,' Alana Thompson _ DEV1_principal@karapiro.school.nz.dev 07 827 7642 Certus Solutions
/’ Nick Vasic nick.vasic@certussolutions.com Certus Solutions  Vendor Supervisor

Rows per page: 25 1-7of 7
»
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Search for users by email or name

(9 TouCHSTONE @ CorlRobinson
“ & Vendor Supervisor

88 Dashboard

¥ Download Touchstone

Help Q carl X = Filter
Name +  Status Email Contact Vendor Role
/‘ Carl Robinson Active carl. @ jons.com Certus Solutions  Vendor Supervisor

Rows per page: 25 v 1-10f1

& Settings

«

Navigate dashboard by pagination rows or page number

[} Carl Robinson
(§ ToucHsTONE @ Vendor Supenvisor 7

88 Dashboard

¥ Download Touchstone

Help Q search user by name or ema = Filter
Name ~* Email Contact Vendor  Role
P 4 i‘::‘strong DEV1_armstrong j@salvationarmy.org.zzz.dev ;:7600 g::‘ ‘lj:)ns
Vd :':t;qouong tung@comme-itgroup.com g:z:‘;\s
;o oo oo 8, S
Ve x:gx; DEV1_alan. m@salvationarmy.org.z2z.dev ?:37 o35 ;T:l:ns
& i car robson@cerussoltons o oo i
Va mpm DEV1_principal@karapiro.school.nz dev 2;8227 g:l':;ins
S Nick Vasic nick.vasic@certussolutions.com g;t:zns ::xinlsualor
£ Settings
Rows per page: 50 1-7of 7

«
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Sort columns by user’s name or status by selecting the up/down arrow next to column

MName T Status

g 2Big 2Weld Active

Filter dashboard by status (Active, Pending or Inactive)

(3 TOUCHSTONE @ Coriobinson
& Vendor Supervisor

88 Dashboard

¥ Download Touchstone
Help Q search user by name or ema Status: Active X = Fiiter

Status

Name +  Status Email Active v

Clear

Va L‘:;o Duong tung@comme-itgroup.com

~

#  Carl Robinson carl @ com
Certus PFM
2 Nick Vasic nick vasic@certussolutions.com o

Rows per page: 25 ~ 1-30f3

£ Settings

«
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Filter dashboard by vendor (PFM Supervisor only)

o Carl Robinson
(§ ToucHSTONE & PFM Adminisrator  ©

88 Dashboard

¥ Download Touchstone

Help Q Search user by name or email Vendor: CERTUST - PFM - Certus S X | = Filter
Vendor
Name + Status Email CERTUST - PFM - Certus Solu... «
Carl Test
,‘ Py carl.g.robinson+vumbrandnew1@gm
Brandrew A | o §
Carl Test
Vs Supervisor - carl.g.robinson+vumsuper1 @gmail.c
T "
Va $:mne:b:n carl.g robinson+vumtech2@gmail.co Clear Close
. Carl Test '
B . "  Com T ————
;oo v oo mm——
o Carl Test g Certus Vendor
7 Tecnnician 3 carlg.fobinson+vumtech3@gmail.com 023453446 soutions  Technician

Rows per page: 25 = 1-50f5 < >

£ Settings

«
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Edit existing user

Edit Active/Pending user (vendor field disabled for Vendor Supervisors)

Carl Test Technician

Certus Solutions

First Name *

Carl =2

Last Name *

Test Technician
Contact Numbaer *

023453453

Email *

carl.g.robinson+vumtech2@gmail.com

Role *

Vendor Technician

Vendor *

CERTUST - PFM - Certus Solutions
Site *

ACT Courts, DLGSC, Culture & the Arts Portfolio - MSA

Cancel
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View mode only for Inactive user. Enable user to edit

. First Mame *

George a

_ LastMame*

Cooke

__ Contact Number *

02798123123

. Email*

georgecooke.code@gmail.com

__ Rola*

FFM Technician -
__ Vendor®

BEX - EAGLENA - Bex Pneumatic Systems v
_ &ita

BedforZ MA Site of EAGLE Inc. North America v

(4 TOUCHSTONE 18 of 29



Disable an Active/Pending user shows warning

A Warning

To prevent workflow disruptions please reassign active items for this
user before they are disabled.

Do you wish to proceed?

Cancel Disable user

View sites when editing that user cannot access are disabled
Yandor

BEX - EAGLENMNA - Bex Pneumatic Systems

Site

[ Corporate Fleet Management of Eagle, Inc.

D Bedford MA Site of EAGLE Inc. North America

- Corporate Fleet Management of Eagle, Inc. -

(§ TOUCHSTONE 19 0f 29



Reinvite a Pending user to generate a new invitation link

Craig Hep

Pending

First Name *

Craig =

Last Name *
Hep

Contact Mumber *

0274999999

Email*

craig.hepworth+alias104@certussolutions.com

Rola*

Vendor Supervisor -
Vendor *

BEARING - EAGLENA - Bearings, Inc -
Site

Bedfor2 MA Site of EAGLE Inc. North America -

Reinvite Cancel

Invitation link can be copied or shared

Invite sent

Invite has been sent to craig.hepworth+alias 104 @certussolutions.com. Please
note that this activation link will not be accessible after closing this window.

https://admin-dev.touchstone.works/invite/eyJhbGeiOiJSUzI NIl . IE' Copy

Close « Share Link

User reinvited successfully

4 TOUCHSTONE
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Editing yourself, only basic fields enabled

First Mams *

{ Craig a

Last Name *

™

Contact Numbar *

|
|
sz |
|
|

Email*

chepworth 17 @gmail.com

Role *

{ Vendor Supervisor v
Wandor®

( BEX - EAGLENA - Bex Pneumatic Systems hd ‘
Site

{ Bedford MA Site of EAGLE Inc. North America - l

Edit PFM Technician only Vendor and Site fields enabled

__ First Mame*

Craig

__ Last Mame*

Hep100

— Contact Mumber *

0274999022

__ Email*

craig.hepworth+alias100@certussolutions.com

__ FRole*®

FFM Technician

_ Nendor

PFMINTERNAL - EAGLESA

Sita

Bedfor2 MA Site of EAGLE Inc. Morth America

Cancel

(4 TOUCHSTONE
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Onboard user

Add New User (vendor field disabled for Vendor Supervisors)

Onboard user

First Mams *

Joe

Last Nama *

Bloggs ﬂ

Contact Mumber*

0271234567

Email

joe.bloggs@programmed.com.au

Role ™

Vendor Supervisor v
‘ender *
BEARING - EAGLENA - Bearings, Inc hd
Sita

(Eedmrd A Site of EAGLE Inc. Morth America hd

Site is mandatory and multiple sites are allowed

Vandor ®

ARCTIC - EAGLEMNA - Arctic Snow Remaoval -

Hia

( Goulburn Valley Water =

[] corporate Fleet Management of Eagle, Inc.

. Goulburn Valley Water -

Onboarding a new user generates an invitation link unless role is PFM Technician
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Invite sent

Invite has been sent to craig.hepworth+alias104@certussolutions.com. Please
note that this activation link will not be accessible after closing this window.

https:/fadmin-dev.touchstone works/invite/eyJhbGeiOiJSUzI TMIl... rDCopy

Close « Share Link

User reinvited successfully

Add new PFM Technician requires an authorized internal vendor. Error message will
show if invalid vendor chosen.

Onboard user

First Mams *

Joe

Last Blame *
Bloggs ﬂ

Contact Number ®

0271234567

Email *

joe.bloggs@programmed.com.au

Role *
FFM Technician -
‘endor *
PEFMINTERMNAL - EAGLEMNA - PFM Internal Vendor A
Sita

(Eadfﬂrd MA Site of EAGLE Inc. Morth America v
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Accept Invite

Follow invitation link and request verification code

Cancel

Select 'Send verification code' to receive a one time code 1o
the email address displayed below.

carl.g.robinson+vumsuper1@gmail.com 2

Send verification code
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Enter verification code

Cancel

PROGRAMMED

Verification code has been sent to your inbox. Please copy it
to the input box below.

carl.g.robinson+vumsuperi@gmail.com n

Verification code

Once verified, click continue

Cancel

4

~
s
PROGRAMMED

E-mail address verified. You can now continue.

carl.g.robinson+vumsuperi@gmail.com u
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Select which sign up method to use

P

i~

PROGRAMMED

Choose one of the following options to continue

CQ Sign up with email

<== Sign up with Microsoft

NN
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Sign up via email - Enter password details. After setting password you will be logged.

Cancel

4

&

PROGRAMMED

New Password is required.

New Password

Confirm New Password

4 TOUCHSTONE
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Download Touchstone

All users can access the download page

(3§ ToucHsTONE

88 Dashboard
Downloads

¥ Download Touchstone
Download the Touchstone app

> Google Play [ AppSmre

Help

L Settings

«

Technicians can only access the download page

(§ TOUCHSTONE

¥ Download Touchstone
Downloads

Help
Download the Touchstone app
i
£ Settings

<«

4 TOUCHSTONE
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& Vendor Supervisor

&=

o Carl Test Technician
& Vendor Technician

>
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Help documents
All user roles can access the help document links if they are available in the VUM
configuration.

(4 TOUCHSTONE E & Vendor Supervisor =

88 Dasnboard

& Download Touchstone Help Resources

Resource Description

A user manual 10 Nelp users Understand what Ihey can 80 in the Vendor User Management application

Frequently asked questions
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